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Mobile Data Computers OPR | 39 
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Supersedes: | 03.15.11 | CALEA: 
APPROVED: Edward G. Hargis, Chief of Police 


Purpose: The Department utilizes a Mobile Data Computer (MDC) system to enhance officers’ safety, 
efficiency and effectiveness in the performance of their prescribed duties. 


Guidelines: Personnel use the MDC interface to dispatch calls for service and to duplicate in a written 
form all verbally issued calls for service. Personnel also use the system for access to Local, Regional, 
State, and Federal databases. Virginia State Police guidelines apply to computers that have access to 
NCIC/VCIN. Vehicle location information, crime maps, and information sharing resources are 
available. Selected MDCs have License Plate Recognition (LPR) capability. 


Cross Reference: Portsmouth Police Department Directives ADM-16, Police Reporting System; OPR-8 
Police Radio Communications; City of Portsmouth AP#01 Computer Usage; City of Portsmouth AP#10 
Standards of Conduct; Virginia State Police VCIN Manual. 


Procedures: 


I. General 


A. 


Resources permitting, officers and dispatchers shall utilize the MDC as the primary means of 
receiving, responding to and clearing routine calls for service, in accordance with OPR-08. Radio 
voice traffic should be kept to a minimum. 


Field units and ECC should conduct routine administrative communications via MDC messaging 
when possible. Personnel will share confidential information that may be compromised by voice 
dispatch exclusively via MDC, unless officer safety concerns dictate immediate voice dispatch. 


While the police vehicle is in motion, the driver shall not attempt any MDC transaction 
other than status changes (en route, on-scene, available), nor attempt to read information 
on the screen. Officers will request voice dispatch if it is not practical to stop the vehicle. 


Officers are responsible for the condition of the MDC while it is in their possession. The 

issuing technician and the receiving officer will visually inspect the computer for damage during 
both the checkout and check-in process, if applicable. Technical Services Unit (TSU) personnel 
will routinely inspect docking systems and permanently assigned MDCs. 


The MDC will remain secured and locked in the vehicle dock during the shift. Officers will take 
reasonable safety precautions to enhance the security of the computer at all times. 


Officers shall not remove MDC’s from vehicles to which they are permanently assigned. 


Officers may not use an MDC to access NCIC/VCIN/DMV information when it is not docked 
securely in a police vehicle, per State Police guidelines. 
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H. Officers will not disconnect, inactive or otherwise manipulate the MDC’s GPS. Any such action 
will result in disciplinary action. 


I. Officers will not use the MDC and the docking station for purposes other than for which they 
were designed. Misuse of City property constitutes a second group offense and is subject to 
disciplinary action under City AP#10, Standards of Conduct. 


J. Queries made to and information received from electronic databases are recorded and subject to 
audit and VCIN regulations. 


K. Officers will use the MDC messaging system for work related transmissions only. The 
transmission of personal remarks, improper language, inappropriate call signs, and or other 
unprofessional behavior is expressly prohibited. There is no expectation of privacy for any 
transmissions made through this system. All transmissions are recorded and subject to audit. 


L. Officers will use MDC software in accordance with specific department procedures and training. 


M. Officers will not place any unauthorized software programs, including CADS, or other files on 
the MDC without the express written permission of the Chief of Police or designee. (41.3.7 a) 


N. No employee will attempt to manipulate or alter any of the software on the MDC. (41.3.7 b) 

O. No employee will use or attempt to use a MDC until they have received departmental training 
and the appropriate VCIN certification as regulated by the Virginia State Police (VCIN 
certification is not mandatory for users who have assigned computers without NCIC/VCIN 
access enabled.) The Department will provide initial training and periodic in-service training on 
MDC hardware and software. 


II. Self-initiated calls 


A. Personnel shall initiate high threat and/or high priority calls by radio transmission only (e.g., 
traffic stops, suspicious persons, suspicious occupied vehicles, in-progress calls). 


B. Personnel shall initiate routine, low priority, and administrative calls on the MDC when possible 
(e.g., court, training, fuel/maintenance, parking violations, building checks, directed patrols). 


II. Status Changes 


A. Officers are generally expected to use the MDC for all status changes, to include in/out of service, 
enroute, and on-scene. 


B. When arriving on-scene at Priority 1, armed persons calls, or alarm calls that require the 
establishment of a perimeter, officers shall utilize the radio and provide their position in 
accordance with relevant procedures. 


IV. License Plate Recognition (LPR) 


A. Selected vehicles are equipped with mobile LPR systems. Officers will use the LPR hardware and 
software in accordance with established department training programs and protocols when 
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operating outfitted vehicles. 


B. | GPS connections are required for all LPR cars. The LPR software will display a green indicator 
when the external GPS is functioning properly. 


2. 
3: 


A local supplement includes vehicles from Portsmouth records that are associated with active 
warrants and vehicles with three or more unpaid parking tickets. 


D. Alert Response 


J; 


The LPR system will generate alerts based on optical character scans of images recorded by 
the cameras. These alerts must be validated by the officer prior to taking any enforcement 
action. 

Known false alerts: the cameras are built on an infra-red system, and may detect strong 
reflections from glass and water. Porch railings, bridge railings, and ferry windows are 
known triggers. These alerts should be “rejected.” 

The optical character scans read only reflective, metallic type surfaces. Paper temporary 
registrations cannot be scanned. Some highway signage, vehicle advertising, and retail 
signage may be detected. If an alert results, it should be “rejected.” 

The optical character scans only read the alphanumeric portion of a license plate, it cannot 
identify specific states. The LPR operator must compare and verify the state displayed in the 
photograph and the state indicated in the alert text, prior to taking any enforcement action. 
An NCIC/VCIN check, via radio, is required prior to initiating a traffic stop on any LPR 
stolen vehicle alert. The format shall be: “<UNIT> rolling stolen, LPR Confirmation, 
<TAG> at <LOCATION> and <DIRECTION>.” 

Special attention and consideration is due on “stolen tag” hits. Officers are encouraged to 
confirm the victim vehicle description prior to initiating a stop, to reduce the potential for 
executing a felony stop on the victim. 


E. “Wanted or Missing Persons” alerts 


1. 


The LPR system may alert to a “Wanted or Missing Person.” This alert may be generated 
by a NCIC felony vehicle, an Amber Alert, Blue Alert, or Silver Alert from anywhere in the 
nation. 

This alert will also trigger based on the local RMS link to an active warrant. 

In all cases of “Wanted or Missing Person” alerts, further verification is required prior to 
stopping the vehicle. 

If the alert is from NCIC — felony vehicle, Amber/Blue/Silver Alert — a vehicle stop is 
appropriate after a confirmation (IV.D.5). 

If the alert is from our local RMS — associated with a known wanted person — an 
independent basis (moving violation) for a traffic stop must be established, the alert itself is 
insufficient suspicion for a stop. 


F. “Scofflaw Violations” alerts 


1. 


This alert is specific to a vehicle with three or more unpaid parking tickets in the City of 
Portsmouth. 


2. A traffic stop is not authorized for a scofflaw / unpaid parking ticket alert. 
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VI. 


3. City code 22-581 authorizes the impound of any vehicle with three or more unpaid parking 
tickets only when the vehicle is found parked on the streets of the city. 


Officers will make all computerized information system queries through the MDC unless officer safety 
or other exigent circumstances inhibit its use. If an officer receives a ‘hit’ for a wanted person the 
officer will notify ECC on Police 1 by saying, "(unit number) I have a possible wanted person by MDC 
at (location), going to police 2 for the hit confirmation." 


Officers are required to enter their own call notes and clearing codes except in unusual circumstances. 
After entering notes and approved/standard clearing codes, officers may “clear” the call over the radio. 


APPROVED: 
Edward G. is, Chief of Police 
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